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Why Wolfpack

Established 
2011

Trust 
& Integrity

Experienced 

Team 

600+ 
Projects 

Completed

Alert Africa
Community

LE

VEL 2 BBBEE (56
% black female designated group owned)

PROUDLY SOUTH AFRICAN

A Specialist Cybersecurity, Privacy & Resilience Company 
Providing Solutions to:

• Countries – National Security

• Companies – Organisational Risk 

• Communities – Personal Safety
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The Digital Challenge – Seizing Opportunities in 
a Constantly Evolving Threat Landscape

The next competitive frontier for organisations will be initiated by the successful 
execution of digital transformation initiatives, encompassing, amongst other 
things, rapid adoption of hybrid cloud technologies, hyper-connected supply 
chains, big data, and cognitive systems as the primary drivers. 

Though having the potential to super-charge growth, this will increase the 
dependence on technology platforms and reciprocally amplify the digital attack 
surface and the associated risk factors. Cybersecurity needs to be baked into 
the design of these transformation initiatives if the downstream risk is to be 
manageable.
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Cybersecurity Services Overview
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1. Cybersecurity Assessments

With the increase of digital business initiatives, so has the cyber risk profile of 
organisations increased. It is essential to know what your level of unmitigated 
cyber risk is and whether this is within the organisation’s risk appetite or not.

Our assessments will help you understand your ‘unmitigated cyber risk’ profile 
and the factors driving it. From this, objective decisions can be made in terms of 
where the most urgent interventions are required and how these interventions will 
alter your cyber risk profile and bring it to a level aligned with your organisation’s 
overall risk appetite.

Our assessments vary depending on the key objectives to be achieved and 
will include the following:

• CIS Critical Security Controls – Relatively quick engagement focussed mostly 
on technical controls.

• NIST CSF – Comprehensive assessment covering all people, process, and 
technology factors. This is based on our custom controls catalogue designed to 
comprehensively address each of the NIST CSF outcomes.

• MITRE ATT&CK Evaluation – Detailed assessment of technical controls against 
the MITRE ATT&CK taxonomy for the organisation’s likely threat actor groups.
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OT Vulnerability Assessments

Industrial Control Systems includes more than the technology that makes up a 
control system; it also includes the people and the processes needed to ensure 
the safety, integrity, reliability, and security of the control system. 

For this reason, our assessment takes a deep look across the industrial 
enterprise at the operation and assesses the OT security in terms of the 
following focus areas:

• Identification and Authentication Control

• Use Control

• System Integrity

• Data Confidentiality

• Restricted Data Flow

• Timely Response to Events

• Resource Availability
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2. Penetration Testing-as-a-Service

Wolfpack has partnered with Synack to deliver a managed penetration testing 
service for clients of all sizes. The engagements are delivered by a pool of 1600+ 
vetted researchers with detailed findings, including exploitability information 
made available on a secure portal as the test progresses. The client can validate 
findings by testing the exploits where desired.

Once remediation is performed, the researchers will validate success by retesting 
and providing the required feedback.

Synack Customer Portal

Testing data is available in real time through the customer portal. You can also 
generate a comprehensive report with human analysis containing vulnerability, 

compliance, and Attacker Resistance Score data. 
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3. Digital Risk Protection and  
Adversary Disruption

Wolfpack, in partnership with ZeroFox, provides a managed service for various 
digital threat monitoring and protection functions, including the following:

• Dark Web Monitoring – Get instant feedback for credential, leaked data and 
other artefacts found on the dark web that are relevant to your digital estate.

• Brand and Domain Protection – Detect any domain impersonation and 
account takeover that may affect your digital estate.

• Cyber Threat Intelligence – Receive appropriate threat data, which can be 
used to augment incident response and other security operations activities.

• Adversary Disruption – Let our service perform the heavy lifting in take-downs 
of adversary infrastructure.
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4. Secure Code Review

Fast track your application delivery processes by utilising Wolfpack’s managed 
service for static and dynamic application security testing (SAST & DAST), delivered 
as a cloud service and coupled with expert guidance to improve security processes 
within the application development lifecycle.

We cover 24 languages /including:
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5. Remediation Assistance

Does the latest audit report, vulnerability scan or penetration test report seem 
overwhelming? 

• Ideal for companies experiencing:

• Large vulnerability backlog.

• Large number of open adverse findings from audits, penetration tests, and 
other assessment types.

• Cybersecurity incidents with adverse outcomes.

Wolfpack can assist with remediation activities arising from control 
assurance, including:

• Creating/updating technical control baselines.

• Creating process/standards documents to be used in the operationalisation of 
control activities.

• Conducting root cause analysis to enable an organisation to address the core 
issues being highlighted by adverse reports.

• Cybersecurity strategy development for a holistic treatment identified issues.
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6. Capability Building

There are some key cybersecurity domains where an organisation’s capabilities 
should be firmly established.  

Some of these areas include:

• Vulnerability Management

• Security Configuration Management 

• Data Protection

• Cyber Risk Management Process.

If any of these key capabilities are lacking, Wolfpack can assist an organisation  
to build the following:

• Process model for the capability

• Tooling aspects, including PoC evaluation

• Operationalisation of process activities

• Performance management measures.
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7. Incident Management

Cybersecurity incidents are a fact of life and ‘an ounce of preparation is worth a 
pound of response’. Adequate preparation makes a big difference in the overall 
impact of an incident. We offer the following services to prepare your organisation 
for cybersecurity incidents:

• Incident Response Readiness Review – Review of process elements (response 
playbooks), people elements (skills adequacy assessment using a platform 
that can be configured to simulate your organisation’s toolsets) and detection 
engineering review (event collection and retention, SIEM configuration).

• Live Incident Support

• Incident Management / Crisis Simulations
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8. Blue Team Readiness Assessments

Need a safe space for assessing the skills of your Blue Teams?  Wolfpack can 
simulate your technology environment and allow your personnel to practice 
responding to incidents in a realistic manner. 

This is achieved through a cloud-based service with a cyber-attack component 
which can be used to build and execute credible attack scenarios. Your teams can 
then respond using the tooling that they are already accustomed to.
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Contact Us
We look forward to partnering with you

Building 1, Pendoring Office Park, 
299 Pendoring Road, Northcliff, 
South Africa. 

South Africa – Gauteng, Kwazulu-Natal & Western Cape
Saudi Arabia - Riyadh 

info@wolfpackrisk.com

https://www.wolfpackrisk.com  

(+27) 11 794 7322

Operating in: 

Head Office: 


